6. File copying, conersion and archiving

(This section last updated August 2012)

This section ceers procedures for performing various types of fileytog and cowersion, primarily
on our GNU/Linux systems. Major topics include:

6.1 Soundfile formats
6.2 Soundfile corersion operations
(Changing the format, number of channels, sampling rate or bit depth of a soundfile)
6.3 Remote logins to ECMC computers : ssh
6.4 Copying files to and from remote systems
6.5 Compressing files
6.5.1 The Unixar program and the ECM@rsf utility
6.5.5.2 Compressing files with gzip or bzip2

These topics may sound rather dull, and indeeyg ¢ften are, but at times thevill become vital to your
work.

6.1. Soundfileformats

As noted in section 4.1, tHermatof a soundfile encompassevaal elements that determine and
how the samples represent sound and kiey are written to a file — for example, the order of the bytes,
and whether or not the samples of stereo files are intediear instead are written instead inot@eparate,
contiguous blocks Different computer and digital audio systems grdifferent formats, which generally
are not compatible.

On systemsoundfiles generally are written in Ap@ekIFF format. AIFF-C is variant
of AIFF in which various types of compression can be appli¢dlvever, some Macintosh audio applica-
tions cannot readIFF-C soundfiles and it is best@ded. OrfWindows| systemsMicrosoft's WAV E for-
mat (sometimes also call®IFF) is the standard, and some utilities to play soundfiles cannot play sound-
files in AIFF or other formats. Heever, on both Macintosh and Wdows platforms, major soundfile edi-
tor, mixing and sequencing applications (rgaof which run on both of these platforms) such_agic and
Cubasecan import, read, play and write soundfiles in both of these major formats.

Until the early 2000s theravas ssome ambiguity in, and occasionally resulting problems in, certain
aspects of th&®/A/E format specifications, particularly with respect to multichannel soundfiles ardl w
sizes greater than 16 bit¥hese problems were addressee¢bisd years ago when Microsoft incorporated
WAVE-EX header specifications into standard®WE format. Theseextensions eliminated ambiguity
regarding hav 24 bit and 32 bit samples are written, defined loudspeaker locations and their mapping to
audio channels for multichannel soundfiles, and supported 64 bit word sezéav&éxperienced no prob-
lems at the ECMC with multichannel 24 and 32 bAWE soundfiles, although W/ E soundfiles (unlile
AIFF) still have a #&e limit of 4 GB.Broadcast Wve format, employed primarily in motion picture and
television production and in marportable digital recorders, includes additional extensions specified by the
European Broadcasting Union.

On[GNU/Linux| systemstandardNVA/E format is the norm. ManLinux audio programs and appli-
cations also can read and write AIFF format as well, but others, including almost all Linuxr@ibgb
applications, requir@VA/E format. A.wavfilename extension typically is appended to the namesAfBN
format soundfiles on Linux systems. With some Linux audio applications this is not a requirement, as it is
with mary Windows applications. Hwever, it is dill a good practice, enabling us to recognize the file as a
WAVE soundfile at a glance, and it is particularly important if you might someday use the soundfile on a
Windows system. Thext¢ension.aif (or else,.aiff) is customarily appended to the names of AIFF format
soundfiles. Thenames of Linux soundfiles should not includg altank spaces, nor srother characters
(such as ™" or "#") that hae a pecial meaning to Unix shells.

Soundfile headers

Within most types of soundfile formats the sample data is preceded by &esdmet, which con-
tains information about the sample data representafitnis header information specifies the sampling
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rate, the number of channels, the number of samples in the soundfile, the duration of the soundfile (the
number of samples wided by the sampling rate), and sometimes additional characteristics (such as
read/write permissions on Unix systems). Most music applications (e.g. programs designed for playing,
editing and mixing soundfiles) read this header so thatcte process the samples correctly.

On ECMC Linux systems we can display a summary of the header data for user soundfiles with the
sfinfocommand (which can be abbigtedsi), and forsflib soundfiles with thesflibinfocommand (which
can be abbreatedsfl). Seethe man page fosfinfofor information on both of these commands. On the
ECMCLinux systems a utility callegfcheckwill check soundfile headers and report on their formats, as
well as identifying an problematic soundfiles that may require fixin@n Windows systems clicking on
the File>Propertiestab for a selected soundfile will display basic header information.

The most important information contained within a soundfile header includes:

* number of channels

With certain music applications on our Linux, Macintosh anddéWs systems, it is possible to cre-
ate soundfiles with 4, 6, 8 ovem more channels.

» sampling rate
Common sampling rates in use in professional audio today include 44100 ("CD quality"), 48000 and
96000, which has become the professional audio standard. 88200 and 192000 sampling rates are
employed occasionally in professional audio, although almosgrrie the ECMC studiosFor maxi-

mum audio quality use a sampling rate of 960B6. maximum portability or if the master playback
version of your composition will be audio compact discs, use 44100.

* bit depth (wod sze)
Common vord sizes in use today include 16 bit "short" integers ("CD quality” again), 24 lgjeiate
and 32 bit floats. \th sampling rates of 44.1kHz and 48kHz, 16 bits are most common. When

96kHz is used, the word size generally will be 24 bit "ints,” ("9624") or occasionally 32 bit floats.
However, some sound cards cannot play floating point samples.

16 bit resolution provides a theoretical dynamic range of 96 dBet#m, the actual dynamic range

of 16 bit systems generally is somewhat lower — often between 89@miB — due to limitations

in the analog circuitry24 kit systems typically increase this dynamic range to somewhere between
about 104 and a theoretical maximum of about 140 dB, depending upon the quality of the analog cir
cuitry and the sampling rate. Thigpanded dynamic range is most apparent in the reduced noise
floor during soft passages and in the "long, smooth" decay of sounds.

6.2. Soundfilecorversion operations

Sometimes it is necessary to eemn a soundfile from one format to anoth&he most frequent types
of corversion operations required include

(1) changing the system format of the soundfile (e.g. from AIFFAdBE\br vice versa)

(2) changing the number of channels from stereo to mono or from mono to stereo, or else from some
multichannel format to stereo

(3) changing the sampling rate

(4) changing the bit depth (e.g. from 24 bits to 16)

(4) compressing the soundfile to reduce its size

Some soundfile editing and multipurpose utility applications or programs, such as the GNU/Linux
soundfile editorsnhWaveEditindsweep can perform seeral of these operations simultaneously (e.g. con-
verting a 44.1 k stereo ¥ E oundfile to a 48 k mono AlFFevsion). Havever, there is no single applica-
tion that can perform all of the &uypes of operations alde And often it is quicker to use smalkgvecial
purposeutilities that perform only one or twof these cowersion operations. These special purpose utili-
ties generally load quicklyre easier to use and run more quickiyd can be used in sequence if necessary

6.2.1 Utilities that change the format of a soundfile
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6.2.1. Utilitiesto change the format of a soundfile: cpsf.waand cpsf.aif

Occasionally you may find it necessary to@hsoundfiles between AIFF andA¥WE format, or
vice versa. Some soundfile editors can accomplish this, but theeguigky to perform such cesrsions
on madkingis to use the ECMC utilities

cpsf.wav— copies an AIFF format input soundfile to 88WVE format output soundfile

and

cpsf.aif— copies a VRV E format input soundfile to an AIFF format output soundfile.

Example: B make AIFF format copies of taw WAV E soundfiles, type
cpsfaif inputfilel.wav inputfile2.wav
This will create AIFF copies of thesedwoundfiles, namethputfilel.aifandinputfilel.wav

Example: B make WAV E format copies of three AIFF soundfiles, type
cpstwav inputfilel.aif inputfile2.aif inputfile3.aif
For additional options and more details and examples consuthéimpage forcpsf.aifor cpsf.wav

6.2.2. Utilitiesfor changing the number of channels in a soundfile
[0 Stereo to mono conversion

A few nusic applications, including almost all cd rippers, do novigethe user with a choice of
mono or stereo output, but ratheways write their output samples into stereo soundfiles. If we hawvo
channel soundfile that is not true stereo — for example, if one of the channels is silent, oraf chantw
nels contain identical sample data (sometimes called "split-mono™) — we shouétt ¢ba soundfile from
stereo to monoBeware, havever, that if there are significant phase differences between the signal on the
two gereo channels, you may not be hapith the mono foldown.

Stereo soundfiles are a@nted to mono by adding the left and right channel values for each sample,
multiplying the sum by gain factor, then writing the result as the output samméig. Bydefault, most
programs that perform stereo-to-mono \@sion introduce considerable amplitude attenuation — typi-
cally again factor of .5 (-6 dB, reducing each left and right channel input sample by half) — to guard
against clipping. This wrks fine if both channels of the source stereo soundfile are near maxamp at
approximately the same point. Unfortunatéiys often is not the case, and stereo-to-monee&sion may
introduce considerably more amplitude attenuation than we would wish. Some programssadtiamljust
thegain factor, others do not.

Before performing stereo-to-mono eersion, you should kne the approximate maximum ampli-
tude of the input stereo soundfile and, afteversion, compare thisalue with the peak value of the mono
output soundfile. d@ find out the peak amplitude of one or more soundfiles you can use thestpgitk

sfpeak soundfilel [soundfile2 soundfileN]

Some soundfile editors can "bounce down" the thannels of a stereo input soundfile to a mono
output. The quickest and simplest way to perform this operatiomevien is to tse the ECMCbounce
script, discussed earlier (section 4.7) in théeis’ Guide This utility not only "bounces" den (mixes) the
two channels of a stereo input soundfile to @& meono output soundfile, but also normalizes the amplitude
of the output soundfile to a peallve of about 98 % of maxamp, or a 16 bit integer value of 32800.
can normalize to some othewétif y ou prefer The usage syntax fdmounceis simple:

bounce inputsoundfile outputsoundfile [output_amp]
The optionaloutput_ampargument is required only if you wish to scale the mono output samples to some
peak value other than the default.

Example: The command

bounce myvoice.wav myvaic®no.wav
will create a mono soundfile calledyvoice.monowith a peak amplitude about 98 % of maxamp, from the
source stereo input soundfiteyvoice.wavlf, after playingmyvoice.mono.wawou are happ with it, and
have ro further use for the original stereo soundfile, you should delete it, possibly by typing

1 Occasionallynormalizing samples to full maxamp (a 16 bit gee value of 32767 or floating poinalue
of 1.) can result in slight rounddrrors, and can makiife more difficult for some spectral analysis/resynthesis
programs.

6.2.2 Utilities that change the number of channels in a soundfile
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rmsf myvoicavav
in a shell windwy, or perhaps, insteadyerwriting it:
mvsf myvoicenono.wav myvoic&av
or else by dragging an icon foryvoice.wavo the trash bin.

00 Mono to two channel conversion

Mono-to-"stereo"format cowersion is performed infrequenthgnce it simply copies the input channel
identically to both of the stereo outputs, with no left-right stereo dissitib of sounds. (Note that oent-

ing a stereo soundfile to mono, thenwating this mono file to stereo, will not restore the original; all left-
right stereo imaging will be lost.)

However, there are a fg occasions when it is necessary to create dhannel "split-mono" sound-
files. If we want to record a mono soundfile to an audio cd or té&\B fape, we first must create aaw
channel version of the soundfile. One way to accomplish this is withweepsoundfile editar Open the
mono soundfile irsweep selectSave adrom theFile menu, and within th€hannelsbox of Savedialog
window changeMonoto Stereo Another quicker way is to use the ECMC utilitgpsf.1to2 See theman
page forcpsf.1toXor usage details.

0 Extracting the individual channels of a stereo or multichannel soundfile

Occasionally it is necessary to extract the individual channels of a stereo or multichannel soundfile
into individual monophonic soundfiles. The simplestywo accomplish this is to use the ECMC utility
splitchans Consult themanpage forsplitchansfor usage information.

6.2.3. Changingthe sampling rate and/or bit depth of a soundfile

Sample rate corersionis performed by resampling the input souiResampled soundfiles will dif-
fer — usually slightly but occasionally significantly — in peak amplitude from the origiraénerally,
downsamplingdresampling to a lower output sampling rate, e.g. from 96 kHz to 44.1 or 48 kHz) results in
slight attenuation. More importantlgownsampling almost alays will result insomesignal dgradation.
(Some of the jagged edges of the inpavdorm will be missed by the resampling operation.) The result-
ing loss in signal resolution and audio quality — which may be heard as "graininess," harshness, or loss in
crispness and clarity — is most often apparent in soundfiles that contain significant high frequgra-
nents, rapid attack transients, or compktures, when the mesampling rate is half, or less, that of the
original, and, with laver quality resampling algorithms, when there is a complex, non-integer ratio between
the two sampling rates.Upsampling— increasing the audio sampling rate, for example from 44.1 kHz to
96kHz — will notresult in better signal qualitjput will merely "translate” the original signal to a higher
numerical representation.

The same remarks apply to increasing or decreasingidig Sze of a soundfile or audio stream.
Corverting a 16 bit soundfile to 24 bits will not result in better audio qudligcreasing a 24 or 32 bit
soundfile to 16 bit representation wilisult in some degradation. Increasing the word size from 16 to 24
bits will notimprove sgnal quality but simply will male the soundfile usable within a project where all of
the other soundfiles are at 24 bit resolution.

Sample rate and word size gersion can be accomplished independeniiyt they often are per
formed together between 16 bit resolution at 44.1k or 48k and 96k 24 bit resolutierappieciable —
and, more importanthhow aurally perceptible — signal deadation will be when we downsample and/or
reduce the word size will depend uporvesal factors, including the compligy of the source audio
waveform. The most important determinant,wever, is the quality of the resampling or bit a@nsion
algorithm.

Wheneer downsampling or bit depth reduction are performed, high quality dithering should be
applied wheneer possible to minimize quantization "noise" (rouridefror) and vavdorm staircasing
within the least significant bitsElementary dithering algorithms simply add one bit of white noise to the
signal. Moresophisticated dithering algorithms offer a choice of filtering and/or more compéeghted
noise generating procedures to concentrate the dither "noise" within frgdpzers where it is less notice-
able perceptually.

6.2.3 Changing the sampling rate or bit depth of a soundfile
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On ECMC Linux systems there currently are ttilities for performing high quality sample rate and
bit depth cowersion: the ECMC shell scrigcmcresampleand the graphicahudiomoveapplication. B
display a usage summary fecmcresampldaype ecmcresamplgith no arguments in a shell windo If |
have a Bk 24 bit stereo soundfile named "mixawvand want to ma& a 4.1k 16 bit cog with dithering
named "44mix1.&v," the following command would do the trick:

ecmcresample -i mix1.wav -0 44mix1.wav -r 44100 -b 16

6.3. Remotdogins to ECMC computer: ssh

All of the ECMC computer systems are connected st Gbit internal Ethernet network with the
domain nameecmc.lan Each individual computer comprisesnadeon thisLocal Area NetworKLAN),
which connects to a lger LAN that services most of Eastman and has the domainesamschester.edu
Connections between the ECMC Unix-based (Linux and Macintosh systems) provide for

 remote logins (e.g. logging on meadkingfrom a shell winde on sound,

 executing commands remotely on these machines (e.g. listing our Unix files or our soundfiles on

madkingwhile logged on tesoundor wozzeck and

« copying files back and forth betweeryaf these machines
Connections between the ECMGnWows systems and grof our Linux or Macintosh systems provide a
similar but more limited range of services, generally confined to remote logins and yilegcep because
the ECMC Whdows systems can only act alents (which initiate requests for services), rather than as
networkservergalso callechostg, which actually do the work).

With appropriate software, most of the netkwoperations that you can perform between the ECMC Linux
and Macintosh systems can also be performed from a home system, or fromymettvanked computer
whether it be a a Wdows, a Mac, or a Linux systenHowever, our Windows systems cannot be accessed
remotely since thg lackserversoftware. Allremote connections from the ECMGntfons systems must
be made while you are logged onto the Windows machine.

Security issues

Until the past fer years may users employed networking client applications suctel®tto log on
remotely from one computer system to anqthed applications such dip to transfer files between these
computer systemsHowever, both of these applications are insecure ang #éhe no longer installed on the
sener software of ECMC (or most other computer) systefife internet sometimes can be a nasty place,
and system firgalls have tkecome a paramount concern at the ECMC as just abewt glace else.All
ECMC users need to takecurity issues very seriouslylake certain that your passwd is not crackable,
avad downloads from sites you do not kmand aivays use "secure" networking applications.

All connections into and between ECMC systems are handled by an authentication and protocol system
calledssh("secureshell"), which comes in seral flavors. sshactually is proprietary commercial sotive
developed by a Finnish compgnSo on he ECMC Linux systems we are running a widely used open
source dewative known as "Open SSH.'Unlike telnetandftp, sshencrypts data senwer the net. And,

when fully implementedssh employs a system of "public” and "pate" keys to dfer two layers of protec-

tion for all data you sendver the internet against packet "sniffing,"” "man in the middle" and either types of
attacks by craaks. OSXand Wndows systems also come bundled wsghsoftware. © connect to an

ECMC Linux or Macintosh computer from your home system, you will need tssiséient software soft-

ware. For Wndows, systems, we currently recommend Ehaty SSH client application and th&inSCP

file transfer application, both of which are installed on the ECMC Windows systems.

On Linux and Mac systems the command 8sbsyntax is
ssh [options] host [command]
To remotely log on tanadkingfrom one of our other ECMC Linux or Macintosh systems, type:
ssh madkinggcmc.lan
To remotely log on tanadkingfrom a machine outside the ECMC, such as your personal congpter
ssh madkingssm.rochester.edu

If your USERID (login name) is not the same as your USERIDnadking include the-l flag and your
USERID onmadking
ssh -IUSERID madking.esm.rochester.edu

6.3 Remote logins to ECMC computers: ssh
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The first time you try to connect from one machine to anothersstithe program will engage you
in a brief dialogue, and you will see something like:

The authenticity of host "machinename” ¢d@ established.

Key fingerprint is 1024

Blah blah blah ... gibberish numbers ...

Are you sure you want to continue connecting (yes/no?)
Since this is the first time you are trying to connectamkingfrom the machine from which you submit-
ted this commandsshdoesnt haveary information on which to authenticate your requéstpe "yes" to
the query abee, and thesshsoftware will add a line with tons of numbers in the flgown_hostsn a
directory called eitheissh(or perhapsssh2 on your local machine. The stream of numbers within this file
contains information about your accountraadking You won't be tothered again by this detour in future
attempts to connect tmadkingfrom this machine.Next you will be prompted for your password orad-
king. (This will happen eery time you usesshunless you ta& deps to automate encrypted password for
warding.) Exentually you should find yourself logged on to your home directomaaking Celebrate by
listing the files in your home Unix directory amadking

If you wish to remotely log on to a seren which your user ID (login name) differs from your UID
the local machine, use thk flag followed by your UID on the host. In othepsds, if | hare an account
with a UID of mightymousen U of R machingroi, | would type

ssh -l mightymouséroi.cc.rochester.edu

To execute a command, rather than log on, to a remote host, include the command at the end of the

call tossh
ssh madkingsm.rochestexdu Is-|

(or, if your login name differs on this machinessh -lyouruserID madking.esm.rochesgeiu Is-|
This will display a "long" listing of the files in your home Unix directory on mackmend To execute
two or more commands, separate the commands with a semicolon (;), just as with a local shell:

ssh madking.esm.rochesgelu Isf, cat Section2/Bmix.wav Section2/Cmix.wav

This would list the soundfiles in your home soundfile directorynadking then would display the files
Bmix.wavandCmix.wavin your Unix subdirectorpections?2

Perhaps you already are growing weary of typing the refrain "machine.esm.roetlasteif so, you
can create an alias abbiaion for machines that you access frequently \sghwithin your “/.bashrc
"preference” file,like this:

alias ssm="ssh -l allan madking.esm.rochester.edu’
From nav on, whenger | want to log on remotely tmadkingfrom my home computedl | need type is
the abbreviationssni, followed by my madking password.

Some complications

We keep the ECMC machines close to the current versiastpbut the versions ashthat we are
running at ay given time on all of our ECMC systems may not be identi&dmessh2versions store all
of a users sshinformation within a directory other thditssh Additionally, the file names within this
directory may not hze exactly the same names as thosegin the examples here.

Furthermore, as of this writing some senw are still employing oldessh 2.xprotocols, which may
not be fully compatible with some featuresssh3 If you try to connect with a non-ECMC machine using
sshand some things danivork, there can be geral reasons. yipe ssh -Vwhile logged on to the host
machine to find out what version sghit is running.

Perhaps more importantly — and here is something yanitwant to hear —\erything we hae
done sodr only implements the first layer s$hauthentication, which beatslnetandftp by miles, but is
not really secure against a determined ceaglnd most crackers ametermined!) Unfortunatelymple-
menting the secondvel, through the creation and distribution oeYk," can be tedious, especially if you
must do it on seeral machines. So, taka ceep cleansing breath, roll up your ske and get help from
one of the teaching assistants if necessary.

6.3 Remote logins to ECMC computers: ssh
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6.3.1. Crating keypairs and passphrases to fully implement ssh security

| am logged onto my home Linux system andnivto create a "public" and "paie" pairs ofsshkeys, and
then distrilute these &ys to madkingand then to some other remote machines | access frequéartywe
go'?
1)  Generatéhe leys.
Type:ssh-leygen -t rsa
The ley-generatingsh-leygen program nav will engage you in liely corversation, and will respond
with something lile this:
Enter file in whit to save the ky (home/allan/.ssh/id_rsaxhit carriage return>
Enter passphrase (empty for no passphrase):
(Type in a passphrase)
Enter same passphrase agaifre-enter the passphrase)
Yaur public ley tas been saved in /home/allan/.ssh/id_rsa.pub.
The ley fingerprint is:
29:cy:a7:d3:16:13:28:34:4d:7f:6¢:a0:00:19:ed:f2 allan@localhost.localdomain
Note that within this dialog you are &skto type in not just a pasgsrd, but rather an entire
pasphrase Like login passwrds (which it will replace for remote logins), thimssphrasecan (and
should) include seral words, spaces, and special charactd@tsink before you type — you ultimately
may want to use this same passphrase waadecomputers, and you may type it aLOYou dont want to
forget it, but you want it to be completely secure.
3)  Distributing your public key.
Still with me? Nav comes the onerous part.
Next, we need to distribute this "publicék  dl computer systems to which we willamt to con-
nect withsshfrom our current machine. First | am going to makemporary cop of this file, and
call the copyhomepubky.
cp “/.sshfid_sa_pub homepuby

You can look at this asscii file if you wisiNow, copy this temporary file to your home accourds
all hosts to which you will ant to connect from this machine. In our example here, | wily tiois
file to my home directory omadking

scp homepuldy nadking.esm.rochester.edu:/home/UID/.

4) Installthe public ley

Next I log on remotely tonadking
ssh madkingsm.rochester.edu(or ssh -I UID madking.esm.rochester.edu
* | make certain that the cgpof my homepubky public key was copied successfully mmadking
Is -1 homepubéy
» Determine whether yowsshdirectory on the host is callesishor somethinglse:
Is -a | grep sskand see if you already ¥ a fle calledauthorized_kys within that directory:
Is -I .ssh/authorizedfys or Is-I .ssh2/authorizedgys

* Now | paste the &y for homepubk&yto the end of yoauthorized_kysfile:
cat homepubdy >> .ssh/authorized é§s

If the file authorized_kys did not exist before, it will be createdwo

When eecuting this command, be careful to use the double redirect symbol >> (which appends to a file if
it already eists) rather than the single redirect > , which will cause the file tor&®vidtten, destrging

ary information it previously contained about other machines.

* | check to mak certain that the paste has been successful:

cat .ssh/authorizedeks
If so, | can delete the temporary filenm homepubdy
| can nav log out of madking.

2 Depending upon the current versionsshrunning on the local machine your dialogue véth-leygen
may not go exactlyword-for-word) as shown here, and the file names may be different.

6.3 Remote logins to ECMC computers: ssh
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From nav on, wheneger | remotely log on tanadkingor usescpto madkingto coyy files to or from
one of these machines, | will be prompted forghssphrasé created withssh-leygen, rather than for my
password on the host.

However, if you usesshfrequently — especially for cging files between machines — youdli
will find it increasingly irksome to type your passphragenetime you wish to access a remote system
(and for @ery file transfer). Brtunately this is not necessarit is possible to hee the ssh-gent program
"inform" your shell of your passphrase so that it automatically is transmitted wédreraa issue arssh
based command. If you ¥ abashwindow open pashcurrently is the default ECMC shell), type:
ssh-gient /bin/bash
ssh-add
When prompted for yoysassphraséype it in.

Now, within this shell windav, you can useshandscpwith ary machine that has yourelpairs without
typing in your passphrase.

It also is possible to set up your login process sos$latgent starts youlKDE or Ghomewindow
manager so hat eery shell you open will "know" your passphrase and transmit it automatically as
required. Havever, this can be trick to set up the first time, so consult a $taember for help if you ant
to try it.

6.4. Copyingdfiles to and from remote systems

sshbased software pvides various ways in which we can gdjes securely from a hard disk on
one computer system to a hard disk on another system (or "node"). In remote system file copying opera-
tions, the machine on which you are logged on is calledotted system, and the computer to which, or
from which, you cop files is known as themotesystem.

The basic program for cgimg files between gntwo computers that includssh encryption and
authentication software is callsdp ("securecopy"). scpcan be used either to upload files from the local
system to the remote system (the easier and more common procedure), or to download files from the remote
system to the local systetiThe basiscpsyntax is:

scp filel [file2 fileN] UID@host: (copies files from the local to the remote system)

or

scp UID@host:filel [file2 fileN]. (copies files from the remote to the local system)

Note the concluding dot)(in these lines, which means "to here" (your current directory on the local sys-
tem) or else "to there" (your home directory on the remote systeos}(followed by a colon) is the full
name of the remote system. THED@ can be omitted unless your login hame differs on tleeswtems.

Unix wild card characters such‘asan be used to specify groups of files with similar names.

Thus, if | am logged on to some Unix-based system art W cop a file from myhomeUnix directory
on madkingto the machine on which | am logged in, | would type:
scp madking.esm.rochester.edu:/home/allan/filename

Things get a little uglier if | want to cgseveal files frommadkingto my remote system:
scp madkingesm.rochestexdu:/home/allan/filel madkiregm.rochestexdu:/homef/allan/file2 mad-
king.esm.rochester.edu:/home/allan/file3 .
To ocopy a ®undfile frommadkingto my local system, | would nve into the directory on the local system
where | want to place the soundfile, thentype:
scp madking.esm.rochester.edu:/snd/allan/filename.wav

To oopy three soundfiles from my local system to my soundfile directory on madking, | would type:
scp soundfilel.wav soundfile2.wav soundfile3.wav allan@madking.esm.rochester.edu:/snd/allan/.

Note that all of thexamples abee mly work between Unix-based systems. If you are logged onto
an ECMCWindowssystem —fury in room 53 origor in the MIDI studio — you can use the graphical
putty client to log on remotely tonadking You then can>ecute almost ancommand that you could

3 Actually, scpalso can be used to gpfiles between tavremote systems \m for example, between madking
andwozzeckvhile you are logged onto some other machine. Consukdbenarpage if you are interested in
this possibility.

6.4 Copying files to and from remote systems
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execute directly onrmadking— list and viev your files, read amcmchelpfile, and so on.To copy files
from the Wihdows system tanadking or from madkingto gesualdo oigor, use the graphical WWdows
version ofscpcalledWin SCP.

6.5. Compressing files

A compressiomprogram reduces the size of a file. Compression can be applied to files of all types, includ-
ing soundfiles, ASCI text filesxecutable binary files and, especially (as discussed in thevintjosec-

tion) to archve files. Compressiors frequently applied to files before thare archved to a flash drve a

to a data CD, DVD or renvable disk, enabling us to squeeze more files onto thevardiorage medium.
However, compression can also be usefully applied tgddiles that will remain on a hard disk, but which

will not be needed for a whileThis reduces the amount of disk space consumed by thd-&itesimilar
reasons, files madevalable on web sites for streaming orvddoad typically are posted in a compressed
format to decrease download timesfor audio and video files, to reduce data throughput requirements and
thus mak ditch-free streaming playback possible.

Files that hae been compressed are not immediately or fully usable withyra@mdard Unix or
music software commands while in this compressed state. You camwacd enpressed ASCII file with
cat or a text editgrand you cannot play a compressed soundi@empressed files are restored to a fully
usable state by applying amcompressperation. Uncompression (or "de-compression") sometimes is
employed to restore compressed files to av,ngncompressed version of the file. Alterndly, as in he
case ofmp3 Ogg \Wrbis and FLAC soundfile compression, uncompression can be applied "on the fly" for
immediate playback of a compressed soundfile.

The most important characteristics of a compression/uncompression program are
(1) the amount of compression aala@ (how much does the compression reduce file size and/or
streaming throughput requirements); and
(2) the quality of the compression/uncompression operation.

With lossycompression/uncompression codecs, some data is permanently lost in the data manipula-
tion, and an uncompressedrsion of a file will notbe identical to the original file before it was com-
pressed.mp3 a patented commercial audio compression encoding format, can reduce file sizes and data
throughput requirements by up to 90 % by means of "perceptual coding" algorithms. "Perceptual coding"
sacrifices some data — data that listeners likely will be "lesseaof" (such as very W frequencies, or a
wide dynamic range) during encoding, leading to some loss in quality that listeners hopefully "will not
notice" too much (especially if there listening on earuss or while jogging)Ogg \Worbis compression
also is lossydthough widely beliged to result in less quality reduction thamp3

With losslesscompression algorithms, by contrast, compressing and then uncompressing digital data
will result in no data loss. The uncompressed version will be identical to the original version before com-
pression. Obviously compression algorithms for ascii files, or for professional quality audio, need to be
losslessFlac audio compression is lossless, and typically can reduce soundfile sizes by about 50 % with no
loss in qualityso for certain types of audio compression needs it is recommendegvéiothere are limi-
tations: FLAC cannot write floating point files, and itgadability is much more limited thamp3 The
ECMC play command can playnp3 Ogg and FLAC encoded soundfiles in addition to PCNAVE and
AIFF formats, and the soundfile editdudacity can import andxport soundfiles in all three of these com-
pressed formats.

A common lossless compression utility designed primarily for ascii files, initialiglafgeed on Vih-
dows systems but soon ported to Unix-based systems as walb, aesmpression. A basic version pip
compression isundled with Whdows 7 and &.To gply zip compression to a file or folder on antfows
system, right click on the file or foldgwoint to Send to click on Compessed (zipped) folderThis will
create a n®, compressed folder that includes your target file(s) or foldeii{s)extract compressed files,
locate and double click on the compressed folttem drag whater you wish to uncompress to awe
location. Alternatiely, right click on the folderclick Extract All and follov the instructions to xract
evaything within the folder Smilar graphical tools for zipping and unzipping files and folders aai- a
able on Macintosh and Linux systems, or one can use the command line przigramasinzip

4 Commercial versions afipwith more features arevailable from7zip, pkzipandWinZip.

6.5 Compressing Files
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Alternative general purpose Unix-based lossless compression programs sywip asd bzip2 (dis-
cussed below), which also areagable in utilities forWindowssystems, can be applied mosy daype of
file. However, we do notrecommend using these general purpose utilities as the principal means of reduc-
ing the size of indiidual soundfilesbecause theare not very dective for this task. Substantially greater
soundfile compression can be obtained by using programs specifically designed for this gdopeser,
consolidating groupef soundfiles into a single “tarball"* arghifie and then copying this tarball to a flash
drive, a data dvd or some other argdimedium can significantly reduce the data space required to store
these soundfiles.

6.5.1. TheUnix TAR program and ECMC tarsf utility

tar is a multi-purpose Unix program used to aveh{save and, eventually, restore) multiple files,
compacting seeral individual source files into a compact continuous data stréeamoted belw, tar is
similar, in some respects, to the idows applicationgpkzip and WinZip, and — most importantly for
cross-platform purposes at the ECMC — is partially compatible Witizip. On ECMC systems the
medium to whichar writes its output is usually an arghifile, which consolidates mgnndividual source
files within a single pysical file on a hard diskWe frequently usear (and a local ECMC variant called
tarsf) to collect groups of Unix files, soundfiles, combinations of ASCII files and soundfileggrodkof
the files within a directory or geral directories, into a compatztr archie file, which can be further com-
pressed by using a Unix compression program sugipsr bzip2

Once we hee aeated dar archie file, we can do seral things with it:

* Move o copy thetar file to another directoryor to another ECMC system or our home machine,
and then extract its contents. This is generally much quicker and more efficient thiag eogroup

of files one at a time.

* Archive ane or more of thesar files to a data CD orZD. A tar file will take up kss space on the
archive dsc than the original files, anden less space if we apply compression tottrdile. This
enables us to store more data onto the data CD or othereansfdium.

After capturing seeral files into aar archie file or tape, we can delete the original source files ¥f i
not be needed for some time, in order to coreséawd disk space and clean up the clutter on aonkw
space. W aan easily restore one, arMf@r dl of these individual files from ouar archive & any time.

tar command lines
tar is a command line program run in a shell wiwwddCommand line arguments tar consist of

(1) a flag argument that teligr what to do;
(2) either an outpgtorage cvice or else dile namewhich tellstar where to write its output or find
its input; and
(3) the names of one or more files to beedalisted or restored.
tarsf
Remember that on the ECMC systaradkingyour shells alrays have two working directories:
1)  yourcurrent workingJnix directory where your ASCII files are stored; and

2)  yourcurrent vworking soundfile directory $SFDIR, where your soundfiles and othergarmusic-
related files (e.g. phase vocoder antsanalysis files) are stored

tar operates from your current Unix directofjhe ECMC utilitytarsf is identical totar in every respect
except that it rungar from your current wrking soundfiledirectory Runningtarsfinstead oftar is equv-
alent to the following sequence of commands:

* pushd $SFDIRmove into your current working soundfile directory
* run the specifieter command
* popd(return to your previous directory)
Thus, in all of thear command examples that folp
O usetar when you are operating on ASCII (or other types of small) files in your current Unix direc-
tory, and use
O tarsfinstead when you are working with soundfiles and related large files in your $SFDIR

6.5.1 The UNIXtar command
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Basic tar commands

Original Unix versions ofar employ a dngle character for each command flag or option, and a complete
flag sequence usually consists of two, three or more of these characters butted together immediately after
the call totar. These traditional single character command flags can be used with the GNU/kisionv
of tar as well, and some of us prefer themwigeer, the GNU/Linux version ofar also provides longer
mnemonic alternates, preceded by a single or double dash and indicatethiicized square braais]
below, which you can empipinstead if you preferThe following summary of basiar commands will be
sufficient for most users:

c [--create] Create a ne data tape(overwriting ary current contents of this tape) or axnarchive

file, and write the named files onto it.

f [--file] Use the argument that follows as the name of the output dewviee @rig. the drer that
controls the operation of a tapew#jior dse as an arche file name.

r [-A --append] Read (append) the named files onto the end of an existing tape we ditehi
u [--update] Only append files that are newer than theydoghe archive
t [--list] List all of the files contained intar tape or archvie file.

X [--extract --get] Extract the named files from the tape or areliie.
If no file names are specified, the entire contents of the tape oreafiEhivill be extracted

v [--verbose]By default tar does itswork silently, but with this verbose option it will display the
name and size of each file it acts updou will generally want to include this flag so you will kmo
whattar is doing.

z [--gzip --ungzip] Apply gzipcompression or uncompression

| [--bzip ] Apply bzip2compression or uncompression

For more complete information on using the GNU versiotaoftype
info tar or man tar
Theecmcheldile tar contains an abbreviated summadgnilar to that presented here.

Working with tar archi ve files

To capture a group of files intotar archive file, you must include thiflag on your command line,
followed by the name youg © this archve file. In naming this "tarball" arch file, it is highly recom-
mended that you include.tr filename extension.

ASCII file example>
tar cvf scorefiles.tar filel file2 file3 mar*
or else this equéalent alternatre:
tar --create --verbose --file sosfiles.tar filel file2 file3 mar*

Result: ASCII filesfilel, file2 andfile3 in your current working Unix directonyand all files within this
directory that bgin with the character stringnar, are written to an arche fie calledscorefiles.tay dso
located in your current Unix working directory.

To list the contents of this arcta file, type:
tar tvf scoefiles.tar
or else: tar --list --verbose --file scorefiles.tar
Once we see that all of the filesvhaeen written successfully to the anghifile, with no error messages,
we can safely delete the original files:
rm filel file2 file3 mar* (be careful with that asterisk!)

At some later time we caextract onlyfile2 from the archie by typing:
tar xvf scorefiles.tar file2

5 Note: On GNU/Linux systems, it also is possible, andairt fenerally recommended, to apply compres-
sion or uncompression to all the commands thatvio{® procedure discussed in thexheection) so long as
you will not be appending additional files to the arehin the future.

6.5.1 The UNIXtar command
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or elsetar --extract --verbose --file scefiles.tar fileLinux only)

To extract allof the individual files and/or folders within ther file, type:
tar scorefiles.tar xvf
or else:tar --extract --verbose --file scorefiles.tar

A soundfile example:
tarsf cvf mixes.tar *mix*
or its equvalent: tarsf --cteate --verbose --filemixes.tar *mix*

Result: All soundfiles within your currentorking soundfile directory whose names include the character
stringmixwill be written to an arcke fle namednixes.tarin your $SFDIR.

To list the contents of this arcta file, type:

tarsf tvf mixfiles.tar
ortar --list --verbose --file mixfiles.tgtinux only)

Here aguin, if this command lists all the soundfiles we ha&idould be in this arclie, we an delete the
originals:
rmsf *mix*

To extract only soundfil®mix.wavfrom this archve, type:
tarsf xvf mixfiles.tar Bmix.wav
or else:tarsf --extract --verbose --filemixfiles.tar Bmix.wav

To extract allof the soundfiles within the arcfa type
tarsf xvfmixfiles.taror tarsf --etract --verbose --file mixfiles.tar

Once we hee aeated a tar arcte file, and perhaps compressed it (see below), we might decide to
move it to another directoryor to achive it to a DAT tape or to a Zip diskOr we could cop this file from
one ECMC computer to another to aur home system.

Beware, havever, of moving or copying very large tar files between disks, or between computers,
during periods of heavy system traffic (such as when you or some other user is playing or mixing sound-
files). Themassve /O involved in such transfers, if frequently interrupted by other system traffic, can
cause sluggish system performance.

For advanced users: Thar command also can also be used toycsgveal files directly from one directory to anotheiith-
out creating aar archive file. To copy seveal files from your current working Uix directory to some other directory (here called
NEWDIR), type
tar cf - filel file2 file3 | (cd "/NEWDIRtar xf - )
(The GNU/Linux version ofar may complain with an error message while performing this command, but it will work.)

6.5.2. Compessing files with gzip or bzip2

gzipcurrently is the most widely used general purpose compression program on Linux/Unix systems.
One reason for this popularity is cross-platform suppO#rtain types of gzipped files — notably gzipped
tar archive fles — also can be uncompressed and extracted on Windows systems Withzibeatility.

bzip2is a more recent general purpose Linux/Unix compression program that ofteteprd0 % or more
greater compression th@zip. Howeva, it is less frequently used, and bzipped files currently cannot be
uncompressed anckteacted byWinzip on Windows systems. Unix-based Macintosh systems (OS X and
higher) include botlyzipandbzip2

The commands used to compress and uncompress filegziptandbzip2are very similar To compress
one or more files:

gzip filename [filename2 filenameN]

or

bzip2 filename [filename2 filenameN]
gzipwill append the ®ension.gzto the compressed file namégip2will append the file namexeension
.bz2to files it compresses.

6.5.2 Compressing files with gzip or bzip2
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To view an ASCI! file that has been compressed you can type
zcat filenaméor gzippedfiles or
bzcat filenaméor files that hae been compressed witizip2

To uncompres¢decompress) files, you can usg ahthe variant commands b&logzipallows you to omit
the .gzfile name extension of the compressed input fileish Wzip2 howeve, you must type in the com-
plete input file names (you cannot omit the2extension.

gzip -d filename [filename2 filenameN]

or

gzip --decompss filename [filename2 filenameN]

or

gunzip filename [filename2 filenameN]

bzip2 -d filenaméz2 [filename2.bz2 filenameN.bz2]

or

bzip2 --decommss filename.bz2 [filename2.bz2 filenameN.bz2]
or

bunzip2 filename.bz2 [flename2.bz2 filenameN.bz2]

Example: B compress an arche file previously created wittar:
gzip $SFDIR/SECTIONZ2.tar

Result: Thetar archive fle SECTIONZ2.tar located in our current avking soundfile directoryis com-
pressed, and renam&8&ECTION2.tar.gz
Later, to uncompress this arohe and extract the source soundfiles, we could issue this sequence of com-
mands:

gunzip $SFDIR/SECTIONZ.tar (or gunzip SECTIONZ2.tay2

and then
tarsf xvf SECTION2.tar

gzipped tarballs lig this example areary commonly encountered on web dipddownload sites. Consoli-
dating all of the files required by awloloadable application, or group of applications, into a single com-
pressed arctie file not only conserves disk space on theeseand also greatly reduces downloading times
across the net. Dnloadable files with thex¢éension.tgz (an abbreviation foitar.g2 are alvays in this for

mat.

Wild card characters (chiefly *) can be used to specify groups of files:
gzip *.orc *.sco
will causegzipto compress all files in your current Unix directory that end with the character string ".orc"
or ".sco"
bzip2 -d $SFDIR/*.bz2
will causebzip2to decompress all files in your current working soundfile directory thest been prei-
ously compressed withzip2

To dsplay a list of additional command options type:
gzip -h orbzip2 -h
For full details, consult thenanpage forgzipor bzp2

Applying tar and compression/uncompression simultaneously

In examples abe, groups of files were consolidated intaaa archive file, and this archie file was
then further compressed witzip or bzip2 Howeve, becausear-and-compress/uncomprepsocedures
are so common, the GNU/Linux versiontaf enables us to consolidate thes® fwocesses in a single
operation, by including the flag (or --gzip) for gzip compression/uncompression, or else the Iflgy
--bzip2 for gzip compression/uncompression, whiteceiting othertar commands.

Example:
tarsf czvf B.tgz Bb* or elsetarsf --create --zip --verbose --file B.tgz B* b*
Result: All soundfiles within our currentorking soundfile directory whose names begin either with a capi-
tal or lower case "B" are written tatar archive fle namedB.tgz which is compressed witeip
Later, to view the names of the files within this arefjiwe @an type:

6.5.2 Compressing files with gzip or bzip2
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tarsf tzf B.tgzor else tarsf --list --gzip --file B.tgz
(Note that we hae anitted the common "verbose" flag here, since we only want to list the mdriesfiles within the arche, rather

than to obtain a "verbose" listing of each of these files.)
Later, to extract two of the soundfiles in this aralg, we @uld type:
tarsf xzvf B.tgz b2vin.wav b2tuba.wawr tarsf --extract --gzip --verbose --file B.tgz b2vin.wav

b2tuba.wav
This will extract the soundfilds2vin.wavand b2tuba.wavrom the archie.

6.5.2 Compressing files with gzip or bzip2



